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Executive Summary

As financial institutions and enterprises increasingly deploy autonomous Al agents to
manage critical transactions and operations, ensuring secure, compliant, and transparent
Al governance becomes paramount. Obiguard, a Malaysian and Bumiputra-owned Al
governance Platform-as-a-Service (PaaS), provides a comprehensive solution that
integrates seamlessly within cloud data center infrastructures. This working paper outlines
the workflow of Obiguard’s Al governance platform, highlighting its role in policy validation,
real-time monitoring, and audit trail maintenance to ensure responsible Al-driven
transaction management aligned with Bank Negara Malaysia (BNM) regulatory standards.

Introduction

The rise of agentic Al systems capable of autonomously initiating and executing
transactions presents both opportunities and risks for organizations. While Al enhances
operational efficiency and decision-making speed, it also introduces challenges related to



compliance, security, and accountability. Traditional network security tools such as
firewalls do not address the unique governance needs of Al-driven processes.

Obiguard fills this critical gap by acting as a governance layer within cloud data center
infrastructure, validating Al requests, monitoring Al behavior in real time, and maintaining
immutable audit logs. This ensures that Al agents operate within predefined policies,
mitigating risks and supporting regulatory compliance.

Obiguard Al Governance Workflow in Cloud Data Center

The workflow begins with Al agents autonomously generating transaction requests. These
requests may include activities such as loan approvals, fund transfers, trade executions, or
other financial operations.

Obiguard receives each transaction request and validates it against a set of predefined
governance policies that comply with Bank Negara Malaysia’s regulatory framework. This
validation step ensures that all Al-driven actions conform to internal risk management
rules, anti-money laundering (AML) requirements, know-your-customer (KYC) protocols,
and consumer protection guidelines before any further processing.

Once validated, Obiguard continuously monitors Al responses in real time to detect
anomalies, suspicious patterns, or deviations from expected behavior. This proactive
monitoring enables immediate intervention to prevent fraud, operational errors, or
unauthorized activities.

Obiguard maintains comprehensive and immutable audit trails of all Al interactions,
validations, and monitoring events. These logs are securely stored in cloud storage,
supporting regulatory reporting, internal audits, and transparency in Al governance.



After successful validation and monitoring, the transaction is approved and finalized. The
approved transaction details are sent to the end user and forwarded to the cloud trading or
transaction platform for execution.
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The workflow image visually represents how the Obiguard Al Governance Platform operates
within a cloud data center infrastructure to govern Al-driven transaction requests.



The process begins with Al Agents autonomously initiating transaction requests. These
requests are sent to the Obiguard Al Governance Platform, which serves as the central
control point for Al governance.

Within the platform, the first step is Policy Validation, where each transaction request is
checked against predefined policies that comply with Bank Negara Malaysia (BNM)
regulatory standards. This ensures that all Al-driven actions conform to internal risk
management, compliance, and ethical guidelines before proceeding.

Next, the platform performs Real-Time Monitoring of Al responses, continuously observing
Al behavior to detect anomalies or suspicious activities. This monitoring enables
immediate intervention if any irregularities or risks are identified.

Simultaneously, Obiguard maintains Logging and Audit Trails, securely storing immutable
logs of all Al interactions, validations, and monitoring events in cloud storage. These audit
trails support regulatory compliance, internal audits, and transparency.

Once a transaction request passes validation and monitoring, it becomes a Final Approved
Transaction. The approved transaction details are then forwarded to the Cloud
Trading/Transaction Platform, where they are sent to the end user and executed
accordingly.

This workflow ensures that every Al-driven transaction is securely governed, compliant with
regulatory standards, and fully auditable, thereby mitigating risks and fostering trust among
regulators, customers, and stakeholders.



Integration with Cloud Data Center Infrastructure

Obiguard’s Al governance platform is designed to operate seamlessly within cloud data
center environments, whether public, private, or hybrid clouds. It integrates with cloud-
native Al services, container orchestration platforms, and serverless architectures to
govern Al agents regardless of deployment location.

By leveraging cloud storage for audit trails and APIs for real-time validation and monitoring,
Obiguard ensures scalable, low-latency governance that aligns with modern DevOps and
continuous deployment practices. This cloud-native approach enables organizations to
maintain robust Al governance without compromising agility or innovation.

Benefits of Obiguard in Cloud Environments

Obiguard ensures Al-driven transactions comply with BNM and other regulatory standards.
It provides real-time validation and monitoring to mitigate risks from autonomous Al
actions. It maintains transparent, immutable audit trails for compliance and
accountability. It supports scalable governance across hybrid and multi-cloud
environments. It integrates with existing cloud security tools to provide layered defense. It
enables rapid Al innovation while maintaining operational control.

Conclusion

Obiguard’s Al governance platform is a critical component for organizations leveraging
autonomous Al agents within cloud data centers. By embedding policy validation, real-time
monitoring, and audit trail capabilities into cloud infrastructure, Obiguard transforms Al
governance from a complex challenge into a strategic enabler of secure, compliant, and
transparent Al-driven transaction management. This empowers organizations to
confidently harness Al innovation while meeting stringent regulatory and security
requirements.



About Obiguard

Obiguard is a Malaysian and Bumiputra-owned company specializing in Al governance
solutions. Our Platform-as-a-Service empowers financial institutions and enterprises to
deploy autonomous Al agents securely and compliantly, supporting innovation while
safeguarding regulatory adherence and operational integrity.
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For more information on how Obiguard can secure your Al-driven transaction ecosystem
within cloud data center infrastructure, please contact:
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